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Summary
Cyber Security in the digital age represents a vital strategic approach to
ensuring the security of states and the stability of their wvital institutions,
particularly in the area of tax governance. The article begins with the central
question of defining the role of cyber security in ensuring the governance of tax
administration in Morocco; this comes amid the accelerating digital
transformation and the escalation of various cyber threats targeting information
infrastructure and sensitive data.

Morocco adopts a dual and integrated legislative framework that
combines the protection of individual rights and the security of the digital space.
This framework is embodied in Law 13-05 on the Protection of Personal Data,
which emphasizes fundamental privacy guarantees and subjects tax administrations
to strict obligations regarding the legality of processing, transparency,
proportionality of purpose, and data security.It also grants those liable effective
rights, such as the right to access and correct. In contrast, Law 05-20 on Cyber
security focuses on the structural and strategic protection of critical information
infrastructure, obligating subject entities, including the tax administration if
classified as an operator of critical facilities, to enhanced duties, including adopting
advanced risk management methodologies and conducting penetration
testing. Develop business continuity plans and mandatory incident reporting to the
National Cyber Security Agency (ANSI).

On the other hand, the Moroccan model demonstrates its success in the

organic integration between these two pieces of legislation. Law 13-05 constitutes
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the internal line of defense for protecting the data itself, while Law 05-20
constitutes the external, strategic line of defense for protecting systems and
networks. The human factor remains a potential weak link. To enhance
protection effectiveness, the article proposes mechanisms such as strengthening
institutional cooperation through memoranda of wunderstanding, adopting
international standards such as the NIST framework, launching ongoing awareness
and training programs for employees, and adopting the « security by design »
principle in digitization projects.

This integration also creates dual accountability for the tax administration
towards individuals through the National Commission for the Control of Personal
Data Protection (CNDP), and towards the state through the National Cyber
security Agency (ANSI).

Despite the strength of this theoretical framework, its practical application
faces significant challenges, most notably the difficulty of coordination between
regulatory bodies (CNDP and ANSI), the technical challenges associated with the
rapid development of cyber threats, and the lack of human and financial resources.

Keywords: Cybersecurity, Tax Governance, Personal Data Protection,
Cybersecurity Safety, National Commission for the Control of Personal Data

Protection (CNDP), National Cybersecurity Agency (ANSI)
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